
Bruce Abernethy
for BeerCityCode 2017











CONTENT WARNING

WARNING: THE FOLLOWING CONTENT AND 

OPINIONS EXPRESSED ARE THOSE OF THE 

AUTHOR [BRUCE ABERNETHY] 

AND TO NOT REFLECT THOSE OF HIS 

EMPLOYER [MEIJER] OR [DISNEY/NICKJR]















• Automation
• “AI”
• Rules
• Tools







• Data-Flow Diagram



DREAD
• Damage Potential,
• Reproducibility,
• Exploitability,
• Affected Users,
• Discoverability

STRIDE
• Spoofing Identity, 
• Tampering with Data, 
• Repudiation, 
• Information 

Disclosure, 
• Denial of Service



• Have a high-level design. Napkin to formal tool.
• Data is exposed in primarily three places

• At rest – wherever you store it
• In memory – when it is being used
• In transit – when it is moving

• Trust boundaries



• Doing the diagram by hand (Visio, Paint, GIMP).
• Doing the analysis by hand.
• Easily missing something.
• Not having time.





https://threatdragon.org/



“Just because you are 
paranoid  doesn’t mean 

that they aren’t 
watching you.”





• Secure Coding “Level 0” is good coding.
• Much of malicious coding can appear at the 

outset like simply really bad coding practices
• Also User Interface

• Well-meaning UI choices can be bad for security



• Most is common sense
• Don’t return error details
• Don’t return info that 

could be used “for evil” 





• OWASP Top 10
• SANS Top 25 • Figuring this stuff out on your 

own
• It is wise to learn from your 

mistakes.  It is wiser to learn from 
other people’s mistakes



• Injection
• Cross-Site Scripting (XSS):
• Vulnerability that is created from insecure coding techniques, resulting in 

improper input validation. Often used in conjunction with CSRF and/or SQL 
injection.

• Insecure Direct Object References
• A direct object reference occurs when a developer exposes a reference to 

an internal implementation object, such as a file, directory, or database 
key. Without an access control check or other protection, attackers can 
manipulate these references to access unauthorized data.





• This is where the real fun happens
• Adding features
• Optimizing code



• Reviewing 10,000 lines of code looking for patterns that might match 
common vulnerabilities (OWASP, SANS, etc.)

• Finding out after coding an entire feature that it has a fundamental 
security flaw and needs to be refactored or rewritten.

• Having the feature reach production and having to respond to a major 
incident.



• What tools should you have in your backpack, to help you 
along the way?

• "Anything that you might need, I've got inside for you.“
• Binoculars, sticky tape
• Bag of Holding



• Client-Side (Microsoft)
• Roslyn,
• Resharper,
• DevSkim,
• PumaScan

• Client-Side (VS Code, DevSkim)
• Cross-platform



• We are going to cover our 
favorite proxies in just a 
few minutes when we are 
hacking our own code.

• Just remember that you 
can/could/should be using 
a proxy, where appropriate, 
even early while you are 
developing code …



• Use Cases
• But also “Abuse Cases”
• Testing the happy path
• But also think about the unhappy 

path that “bad people” might 
take – more suggestions on how 
to do that coming soon too …











• Code & Coffee
• Personal Pull Requests







• Script kiddies – hobby – opportunistic, not stealthy, known exploits
• Organized Crime – hold hostage, profit – possibly stealthy, often non-

targeted / broad, zero-day – may target for corporate espionage
• Disorganized Crime – petty theft, personal gain – amateur, known
• Activist – do damage, get press – mixed, disgruntled
• Nation-state – destabilize, do damage – more skilled than you, 

targeted, precise, zero-day exploits







• CERT
• AES
• SSL/TLS – Https everywhere (certificates in general)
• NIST
• YubiKey
• Oauth2 – everywhere
• 2-factor - multifactor
• nmap



• Fiddler
• OWASP ZAP
• BURP Suite
• Swagger



• Scanners
• Fuzzers
• Brute Force



• Hack yourself and/or your coding buddy.



• Lesser known, but also 
cool.

• Ideas like Honeypots
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• There is no such thing as a 
free lunch.

• You are “paying” with your 
privacy, and security.



• YubiKey
• BashBunny


