BV NBW ITHRAERIN AV ON
SEGU R

Bruce Abernethy
for BeerCityCode 2017




S0p U.S.$2.00
— BASIC FOR BEGINNERS
: — SCRAMBLE!
|

— COMPUTER IN THE

CLASSROOM
WOE S
VOLLUME 1, NUKBER 3 1678 MACHINES 3802

— POWER TO THE PEOPLE
Europe's first magazine for personal computers for home and business use

THE PET WITH PLUS
PERSONALITY The International Debut
of E7T8 — The Europa Bus

MY FIRST TIME CODING
1978

Programming on the PET




FIRST SECURITY EXPERIENCE - 1988

NUMERICAL
RECIPES in




APPLICATION SECURITY IN 2018

FREAK ATTACK

" Wana Decrrplir 20 B ]
Qoops, your files have been encrypted!

Qu'est-ce qui s'est passe avee mon ordinateur?

Puis-je recuperer imes ficlhers?

Your files will be lost on
SAS01T 205758

Comarient je paye?

Chach Payment




MAKE SOFTWARE
DEVELOPMENT FUN AGAIN




WARNING: THE FOLLOWING CONTENT AND
OPINIONS EXPRESSED ARE THOSE OF THE
AUTHOR [BRUCE ABERNETHY]
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DESIGN




WHAT MAKES IT "FUN"

 Automation
° IIAIH
* Rules

DON'T
MAKE

* Tools

“lels

A Common Sense Approach to Web Usability
FOREWORD BY ROGER BLACK

|
\
Steve Krug




CODE HACK

DESIGN | REVIEW







HIGH LEVEL DIAGRAM

* Data-Flow Diagram

(’3 i fﬂ LOGIN
-
-
o

1) USER INFO

JSON

1] TICTACTOEGAME




STRIDE AND DREAD

STRIDE

* Spoofing Identity,

* Tampering with Data,
* Repudiation,

* Information
Disclosure,

* Denial of Service

@ TICTACTOEGAME

DREAD

* Damage Potential,
e Reproducibility,

* Exploitability,

» Affected Users,
 Discoverability




THREAT MODEL

* Have a high-level design. Napkin to formal tool.

* Data is exposed in primarily three places
* At rest — wherever you store it
* In memory — when it is being used
* In transit — when it is moving

* Trust boundaries




WHAT'S NOT FUN

* Doing the diagram by hand (Visio, Paint, GIMP).
* Doing the analysis by hand.
* Easily missing something.

* Not having time.

THREAT MODELLING TOOL




% BC3 Dora TicTacToe - Threat Madeling Tool 2016

Fle Edit View Settings Disgram Reports
G ®R DD D X

Tic Tac Toe Main X

Help

User

Messages - Mo issues found

Diescription

Maessages - No kssues found | Netes - no entries

ﬂf' BC3 Dora TicTacToe - Threat Modeling Tool 2016
Edit

File View Setting

Diagram Reports Help

Tic Tac Toe Main X

¥ (Category ¥ Description ¥  Priority
41 Spoofing i0S App may be spoofed by an attacker and this may lead to unauthorized access to Web Service. Consider using a st... High
42 Tampering If iOS App is given access to memory, such as shared memory or pointers, or is given the ability to control what Web...  High
43 Repudiation Web Service claims that it did not receive data from a source outside the trust boundary. Consider using logging or au...  High
44 Denial Of Servi... Web Service crashes, halts, stops or runs slowly; in all cases violating an availability metric. High
45 Denial Of Servi... An external agent interrupts data flowing across a trust boundary in either direction. High
AR Flaviatinn Of Pr \Mah Sandira mav ha ahla ta imnarcanata tha cantavt of iNS Ann in ardar ta main additional nrivilana Hirh

31 Threats Displayed, 31 Total

Threat Properties aXx

ID: 41 Diagram: Tic Tac Toe Main Status: | Not Started e Last Modified: Generated
Title: | Spoofing the iOS App Process

Category: | Spoofing ¥

i0S App may be spoofed by an attacker and this may lead to unauthorized access to Web Service. Consider using a standard authentication

Description:
R mechanism to identify the source process.

Justification:
Interaction: 'HTTPS
Priority: |High *

Threat Properties | Notes - no entries
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https://threatdragon.org/




SECURITY HAT ON

“Just because you are
paranoid doesn’t mean
that they aren’t
watching you.”




MAP CODE HACK

REVIEW




DESIGNING A SECURE APP

* Secure Coding “Level 0” is good coding.

* Much of malicious coding can appear at the
outset like simply really bad coding practices

* Also User Interface
* Well-meaning Ul choices can be bad for security




Your password is not unique.

INFORMATION

DISCLOSURE CRERTE AWEW ACCOUNT

spacemoses1337

* Most is common sense

° Donlt rEtU rn e rror deta i IS Pa.;'award 15 being used by fu/rowealdo37189. Please choose another passwnr
hunter (1]

e Don’t return info that
could be used “for evil”

« I understand the risks of using someone else's password

Password 1s being used by /u/rowealdo37189. Please choose another password.

« I understand the risks of using someone else's password




OTHER GREAT (NOT) EXAMPLES

* Security Question
N Gl A

What is the Capitel of California?

What is your favorite color?
/ What is your favorite drink?

What is your mother’'s maiden name?

Whart was the make of your first car?

Whart was your first pet's name?
Who is your favorite superhera?

By creating an account, you are agreeing to terms of use and privacy rights.

To login simply type in your mobile number and password.
The password is the last four digits of your mobile number. City of San Jose Parks, Recreation and Neighborhood Services Department:

Terms of Use Your Privacy Rights

mobile number:|| *
password: * Active Network, LLC:
Terms of Use Copyright Policy Your Privacy Rights
login




DESIGN GUIDANCE

OWASP

Open Web Application
Security Project

* OWASP Top 10
* SANS Top 25

WHAT'S NOT FUN

* Figuring this stuff out on your

own

* It is wise to learn from your

mistakes. It is wiser to learn from
other people’s mistakes




OWASP TOP 10 D UJ H S p

Open Web Application
Security Project
* Injection

* Cross-Site Scripting (XSS):

* Vulnerability that is created from insecure coding techniques, resulting in
improper input validation. Often used in conjunction with CSRF and/or SQL
injection.

* Insecure Direct Object References

* A direct object reference occurs when a developer exposes a reference to
an internal implementation object, such as a file, directory, or database
key. Without an access control check or other protection, attackers can
manipulate these references to access unauthorized data.




MAP HACK

DESIGN REVIEW




HELP WHILE CODING

* This is where the real fun happens
* Adding features
* Optimizing code




WHAT'S NOT FUN

* Reviewing 10,000 lines of code looking for patterns that might match
common vulnerabilities (OWASP, SANS, etc.)

* Finding out after coding an entire feature that it has a fundamental
security flaw and needs to be refactored or rewritten.

* Having the feature reach production and having to respond to a major
incident.




TOOLS

* What tools should you have in your backpack, to help you
along the way?

* "Anything that you might need, I've got inside for you.”
* Binoculars, sticky tape
* Bag of Holding




STATIC ANALYSIS TOOLS

* Client-Side (Microsoft)
* Roslyn,
e Resharper,
* DevSkim,
* PumaScan

* Client-Side (VS Code, DevSkim)

e Cross-platform




DEBUGGING WITH PROXIES
* We are going to cover our Q
favorite proxies in just a

few minutes when we are
hacking our own code.

* Just remember that you
can/could/should be using
a proxy, where appropriate,
even early while you are
developing code ...




AUTOMATED TESTING - SECURITY TEST CASES

* Use Cases
e But also “Abuse Cases”

* Testing the happy path

\
\
e But also think about the unhappy
path that “bad people” might .
take — more suggestions on how

xUnit.net




MAP 95 CODE HACK

DESIGN













CODING BUDDY

* Code & Coffee
* Personal Pull Requests

O

GET

W31 COFFEE

éggg WQITE

CODE

Writers Problem #453

sl ] Your writers group friends
B not writing fast enough,

ey ~8! | |eaving you wondering
R "2t will happen next




GITFLOW AND PULL REQUESTS ..




MAP I CODE

DESIGN ? REVIEW




KNOW YOUR THREATS

* Script kiddies — hobby — opportunistic, not stealthy, known exploits

* Organized Crime — hold hostage, profit — possibly stealthy, often non-
targeted / broad, zero-day — may target for corporate espionage

* Disorganized Crime — petty theft, personal gain — amateur, known
 Activist — do damage, get press — mixed, disgruntled

* Nation-state — destabilize, do damage — more skilled than you,
targeted, precise, zero-day exploits




WHAT IS YOUR "GOLD”




MAN IN THE MIDDLE CMITM)

i)




MAN IN THE MIDDLE CMITM)

* CERT

* AES

* SSL/TLS — Https everywhere (certificates in general)
* NIST

* YubiKey

e Oauth2 — everywhere

 2-factor - multifactor

* nmap




TRAFFIC INSPECTION / INTERCEPTION

* Fiddler

* OWASP ZAP
* BURP Suite
* Swagger




BOTS

e Scanners
* Fuzzers

* Brute Force

#15
#16
#17
#18
#19
#20

6969
9999
3333
5555
6666
1122
1313
8888
4321
2001
1010

10.713%
 6.016%
1.881%
1.197%
0.745%
0.616%
0.613%
0.526%
0.516%
0.512%
0.451%
0.419%
0.395%
0.391%

0.290%
0.285%




* Hack yourself and/or your coding buddy.




BLUE TEAM

Blue Team Handbook:
Incident Response Edition

e Lesser known, but also
cool.

A condensed field guide for the
Cyber Securfly Incident Responder

* |deas like Honeypots
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DESIGN




Pl SECURE E-MAIL

bruce.abernethy@protonmail.com

Version: OpenPGP.js v2.3.8
Comment: http://openpgpjs.org
]
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PPpyZLVOgVa6gQexLz/5pcRlaWHA4tb/bIzyWSh27Xq6KQKkKEAi99uXEoDiw
fQbF2+gwOLDhUoOXV1Qh5ZVmuKrQt2G8gP1qqTk2MONR]jFemGtQt+/Gr5yCa
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'FREE" SERVICES

* There is no such thing as a
free lunch.

* You are “paying” with your
privacy, and security.

ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING

FOR THE BARN

YEAH!
AND EVEN
THE FOOD

IS FREE
il

FACEBOOK & YOU

Iif you're not paying for it, you're not the customer.
You're the product being sold




OTHER FUN THINGS .. IF | TALK TOO FAST

* YubiKey
e BashBunny




